


CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

1/,
w % 322023 - 2,6 MAH. py6ei
Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHumn

TpeTbAa yacTb pernuctpupyerca 8 MmUHcKe

CambIiM BO3paCTHbIM noTepneswnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHUE

Kon-so npecTyniieHuit 8 cTpaHe
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MNoprtper XXEPTBbLI
KubepnpecrtynHuka

ﬁ eHLKnHbI (60%)

oT 31 no 45 net (33,2%)

A TpyooycTpoeHs

C BbiClLMM obpa3oBaHuem (40%)

Cnocobbl coBepLieHuns
MouweHHun4yectsa 60%

XuuweHna umyLiectaa, nytem mogmobukaumm komn. uHP. 30%

He3akoHHbIM 060pOoT cpeacTs nnatexa 4,1%

HecaHKLMOHUPOBAHHbIN AOCTYN, YHUUYTOXKEHMUE,
6noKkupoBaHue, moamndpuKkauma n nHble 3,9%

Bbimoratenbctsa 3,3%
3aBeloMO /10XKHOe coobuleHne 06 onacHoctn 1,6%



MHTEepHET-MOLWEHHNYECTBA N XULLEHUNA C UCMOIb30BAHUEM CETU
NHTepHeT cocTaBnAtoT bonee 90% o1 Bcex KnbepnpectynneHmnm

Peknama B mecceHaXXepax,
coobuieHue B couceTAX

Bnagenbubl caMu nepesogAT
AEeHbIN 33 HECYLLLECTBYHOLLMIK TOBap,
aosepss pekname B IHTepHeTe,
nnu nocne coobLueHns (TEKCTOBOro
NN ronNoCoBOro) ¢ Npocbbon
POACTBEHHUKA UMM 3HAKOMOro U3
coLManbHOWU CeTu..

AocTyn K aKKayHTy

[Nlocne 3aBnageHna oaHUM
aKKaYHTOM MOLLIEHHUKWN C HErO
paccbinarT APYrMM KOHTakTam
denKoBbl € ronocoBble Unu
TEKCTOBbIE COOOLLEHUNS C
npocbOon NepeBecTn AeHbIN.

MEPE -
BO/,

AKKA -
YHT

OEHbIU

3BO -
HOK

AOAH -
HbIE

3BOHOK B MecceHaXepe

MoLweHHUKu npeacrtaBnAaroTCA
COTpyaHUKaMu
NpaBOOXPaHUTENbHbIX OPraHos.,
6aHKOBCKMX OpraHmM3aLun,
paboTHMKaaMn onepaTtopoB CBA3M,
POACTBEHHNKAMM.

Y6exkpgatoT YCTAaHOBUTbL NpPoOrpamMmMHoe
obecneyeHne, NonNyYnTb KpeawuT,
nepeBecTu AEHbIN Ha

«3aLUMLLEHHbIN CYETY.

MonyyeHne nepcoHaNbHbIX
AaHHbIX

OULWNHT nopnernbHble CanThl
6aHKOB, KpUNTOBUMPX UK
MOBUIbHbIE NPUNOXEHUSA
onepaTopoB CBA3MW.

[MonyymB NUYHbLIE JA@HHbIE UMK
AEHbIN, MOXMLLIAIOT UX.
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Pecnybanka bBeaapycs

CyTb CXeMb
MMJITULLU SI

MOLLEHHMKM NPeacTaBnsalnTCA COTPYAHMKaMM S Pees o
Y e l : L R e ——

NPaBOOXPaHUTENbHbIX OPraHoB, paboTHUKaMK

6aHKa, ornepaTopoB CBA3M UMW FOCOPraHoB.

|/|CI'IOJ'Ib3y}OT ncnxosiornyeckne ymnoBkKu, UrpakoT Ha }'/Ta K e yAOCTOBepeH MH

YyBCTBaX, CHayamna yrpoxatT Unm coobLiatoT o , 09 b1t 0T nE=TFal
npobneme, NOTOM NpeanaratT NOMOLLb B €€

peweHIM. VA ouﬂ”i!l HiKV
Y6exaatoT yCTaHOBUTb NMPOrpamMmHoe » &
obecneyeHve 1 nepeaaTb KO, perucTpaumm, unm mm‘" “‘;"‘A
MONYYNTb KPEANT U NepeBecTM AeHbMM Ha . r 3 , e 3.\;)
“3aLUMLLEHHDBINA” CYET. ‘ :




€ Hasan PR
Brinfa) 16 sunyr razan
3abnokuposais LDobasuTb
.- Leroa
| CeetnaHa , ROBpPbIi AeHb.
NoGpbiit
‘{ Kak obcronaT Bawm aena?
NE Xopouwo

Bbl No kakoMy Bonpocy?

| Ceamun csasanca?

Her. f He 3Halo,KTO 3T0

| Ceiyac NpoXoauT NPOBepKa Hawewn
opraHusaymi, KTo-10 U3 COTPYAHMKOB
NOAO3PEeBaeTCA B CNOHCHUPOBaHUU
Teppopu3Ma, Kakue-TO NEPEBOAbI, Cam
TONKOM HMUYETro He NoHaN, C BaMn 6yaeT
CBA3bIBATLECH

3T0 COTPYAHUK
. 6yaer

3a0aBaTb BOMNPOCHI Ha KOTOPbIe HY>XKHO
OTBETUTD.

[eno cepbéaxoe, Npueaxanu noau u3
KoMuTETa, NPocbba HUKOMY U3
COTPYAHUKOB He CoobLaTh AaHHYI0
MHPOPMALMIO, KOMY HYXHO cooBwmTb
caenar 3To NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobwmTe MHe, Xopowo?

*®

Sl D GD

WpuHa Hukonaesa o

9 despans
Hartanbs HukonaesHa, 406pbI A€Hb.

[o6pbiit aeHb, UpuHa BnagumupoBHa.
14:39

Kak o6cTosAT Bawm gena?

Bce HopmanbHo. YTo-TO cnyyunocs?
14:42 W

9710 3amevaTenbHo, ¢ Bamu Hosall
cBA3bIBaNCA?

He NoMHIO TaKoro...aT0 KTO TaKoU? 1445 .»

Cei4ac NpoxoAuUT NpoBepKa Hallero
yue6HOro 3aBefieHus], KTO-TO U3
COTPYAHUKOB NOA03pEeBaeTcs B
CMNOHCUPOBaHWM TEPPOPU3MA, KaKNe-TO
nepeBoAbl, Cama TONKOM HUYEro He
noHana. MNoka nonpoLuy Konneram HUYero
He roBopuTb. KoMy Hy>XHO ByaeT coobLmnTb
- CAenato 310 JIMYHO.

C Bamu cBsxxetca Hosaw Anekceit
Bnagumuposuy, ato cotpyaHuk KIrk
KOTOpbI 3aHMMaeTcs aTuM genom. byger
3ajiaBaTtb BOMpPOCHI.

0, Boru! Kakve nepeBogbl? XopoLio..
14:48 W

Koraa no3BoHAT, COOBLUUTE MHE.

il 27%8

-

Mpueet 2530

A1 3aBTpa BEpHY
EcTb 2030 v
3ayem Te6e? 9030
Cnacwu6o

[la MHe onnaTuTb Haao, a Ha KapTe
HU4Yero Het

5208 1300 0020 2063

1 3a KOMUCCUIO BEPHY

Ha komuccuto nodpur 20:31 v

Hanuwu kak npuayT 20:31

a-- ce

€ Mepeson ¢ XapToi Ha KapTy LY







CyTb CXEMbI

MoLLEeHHNKK co3aatoT noaaenbHbie
canTbl KpUNTOOMPX UK
MHBECTULIMOHHbIX Nnatcopm.

PasmellatoT peknamy B VIHTepHeTe.

MoabICKMBAIOT 3aMHTEPECOBAHHbIX B 3BOHOK OT KypaTopa (Tpenaepa)
NacCUBHOM [0X0OA€e NoAel, rOTOBbIX C NPeaNoXKeHnem BNOKUTD

OTKAMK Ha peknamy 1 3anosHeHue
dopmbl 0bpaTHOM CBA3MW.

NeHbrM B UHBECTULUUN. NHoraa

BITOXUTb Z A
peanbHbie AeHLMU B GelkoByIo MOXKeT BbITb N0 MOBUbLHOM CBA3M.

6upxy, SKOObI NOA, «PyKOBOACTBOM
KypaTopay.

Ha nene okasbiBaeTcs, 4TO 3apaboTok,
BUOMMbIN HA 3KpaHe, BCEro nuilb
HAapPUCOBAHHbIN.

[Mpun nonbITKE BbIBOAA AeHer ¢ bupxu
HEeobxoAMMO OonNNaTUTb B3HOCHI,
HaNOrM, KOMUCCUIO, NOLLNNHY

N NPoYne NNaTexu.

Nerknx npeHer HE BbIBAET.
Peknama vHBecTuumnm paboraet
Nno NpuHUuny brHaHCOBOM NMpaMuabi.




[MPUMEPBI NOAAE/IbHbIX NNTATGOPM

000USD 000USD 000USD 000USD 0.00% . 000USD OUSD
N - |
AUDCAD v % TR AUDCAD x
e @ noqemy 3TO BbIroOgHoO Y10 HY>XHO CAoenarth, ‘|T°6H Ha4yYaTb
- + | & Ana o6bIYHbIX rpaXkAaH sapabaTbiBaTh c Fasnpom MHBecT yxe
= @ -
o | [ gi--s = cenyvac?
..—l.l l_"-. 8 0 3uaunTensxan npbuns npu
.I s =) MUHIMANEHLX PICKAX 33periCTPNPOESTECA Ha A3HHOM CaNTe B hopMe exiwe T
i °
F"‘—' 1000,00 AUD loKAATECA 3BOHKA OT KOHCYMTSHTE KounaHmN [2anpou MHsecT w NoRTEERmNT:
1 ANMIR MIDX $6.5617 w
OnwH M3 CaMLIX ROXORHEX SKTHEOE
TR Bubpars XenaeMylo CyMMy Ha C4ET K yxe vepes 30 QHei NonyunTs Nepesii A0X0a.

BHCTpLI BHIE0R CPEACTE Ha MOGYI0 KapTy
MCTAR NPV o Banka Benapycu

OTKPHITHIE NO3MLY QD i

Anexkcewn Muanep

0.00USD 0.00USD 0.00USD 0.00USD 0.00USD OuUsSD - Q po
Msl ND#HANN PELUSHAS OTKDEITS ROC 2ce
AUDCAD “ AUDCAD rpaxaax Benapych, nockoneky sTo ana
aznpoua, T3k u anA Genopyccos

[eno & TOM, UTO H3 A3HHLW MOMEHT DOCCHMCKNA a3

TSHOEATCA CaMum BOCTPESOSaHHLIM H3 MMPOBOM peikke. Bo
BCSX CTP3HAX MNP CTPEMHTENSHO PACTET CNPOC H3 Ero
nokyny. Mo 3T0# NPIUMKE ME! PELINN YBENHUUTE 05 BeME
NPOMZE0QCTES ra33 € 4 Paza n NPUENEYS NKASH CO BC2R
Benapych B £3UecTss WHBECTORCS

Mockoneky UEHE HE raz c2iNac BeICTpO MEHAKTCA, BCe, KTO
00000 AUD Y43CTBYKT B npoexTax M33npoma, NoNyJaK0T B CPEIHEM no

Sase $800-58,500 noxoR3 SKEMECAUHO

¥ NPOAATS A KYNUTL

OTKPLITHIE NOIMLIAN




CyTb CXeMb

MoLweHHNKN co3aatoT dKKayHTbl B COLUCETAX N Ha
TOProBbIX rsiowagkax.

4 by.konfiskat

37 20,5 TbIC. 0
MNy6nukaumm MNognucumkm Moanucku

Pa3mewaloT poTo ToBapa no 3aHMXeHHOU CTOMMOCTM.

N nop, pasnuuHbiMu npeanoramm yoexaatT nepeBecTu
AEHEeXHble cpeacTBa B KaQ4ecTBe NOSHOW UM YaCTUYHOW
npegonnaThl.

Or3biBbl OT3biBbl foctaska Bupeoorsvl.. Mecro

[MpoBepbTe cylecTBOBaHME MarasmHa, NO3BOHUB MO S sz ’ \
6enopycckomy Homepy, pXHA . 3

H= ® &

OLIeHUTe AaTy co3aHus aKKayHTa U
HacTopoXuUTechb 60MbLLIMM KONMMYECTBOM MOANUCYUKOB
3a KOpOTKOe BpeMs.




DOULLKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepPCoOHabHbIMU AAHHbIMMU,
MCNOAb3YyA NoAae N bHble CTPaHULbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOoAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT UK NPU
NOKyNKe «bnnetos» Ha GULINHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

3TUMM AaHHbIMW 3aBNAAEBalOT MOLLEHHUKU
1 COBEpPLUAIOT XULLEHUE eHEeKHbIX CPpeacTs.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaUMOHA/IbHOM CermeHTe
NHTepHeTa —

NOMEHHOMU 30He «BY».

BCEIFAA NPOBEPAUTE
A1IPEC CTPAHMULLbI,
rOE BBOOUTE
NNYHbIE AAHHDIE.



@ E] Cucrema «MutepHer-B6ankuur: X Cucrema «MHTepHET-BaHKUHM |

« QI O B nitps//asb24-ibank.com >O B httpS://"aSb24“ibank.Com

S| VHTEPHE T-BAHKMHI a“h :'41 :
+375 17 218.84.31 https://aSb24-|bank.com

Yacro
UX—O,'J 6 BXof MHCTpDY s Online- 3ASnBeMbe
cHcTemy yepea MCH noNLIOBATENsR pemcTpaums BONPOCH
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APTH K008
possit CMC-xon
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Axuan!

B Bonsiwod rearp co
coykon no kapre Visy >

C aprowon Visa

< " Beanapychamis moxso
namyvute 10 pyfi. wa

NOKYTIKI 8 oD

MBI

- MHTepHeT-appec
ochuumanbHOMU
Yeaxaembie xnuenTsl, Gyasre SaurensHs! CTpa H " “bl

Bxoa B cucremy «MHTepHeT-BaHKUH OCyWecTRNANTE C

 OMUMANLHOTO CIHTa GIHK3, HE NEPEXOANTE N0 NOACIPHTENLHEIM htt ps: /libank.asb. by[
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Genapycbareca

L



NoJib3YUCH BE3OMNACHO

https:// 6aHk
https:// noctaBka

YMNPABJIEHUE

no NPOTUBOAENUCTBUIO
KUBEPIMPECTYINMHOCTU
YBA BUTEBCKOIro
OBJIUCIMOJIKOMA

I'Ionb3yiiTer MOOUIbHbIMM npunoXXeHnamm GELTE]

Mepexopute B MHTEPHET-6AHKUHT TONbKO C 0(pMLMANbHOrO CauTa
GEE)

MpoBepsitTe aapec MHTEpHET-6aHKUHIa B aApECHOIN CTPOKE, MEXAY
nocneaHein TOYKOM U NepBO HAKNIOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBMpYITE Ha KapTe, UCNONb3YeMOM ANSl OHNAWH-NIaTEXeH,
ycnyry 3-D Secure (noaTsepxaeHue nnarexen SMS-koaom)

He nepexoaute B MHTepHET'GaHKMHI' no CCbIJIKaM B NMOUCKOBbIX
cucteMax

He ucnonb3yitte SMS-koabl ot 6aHKa U KoA € 060pOTHOI CTOPOHDI
KapTbl 419 NOJIyYEHUS AEHEXHbIX CPeacTB

He nepexoaute no ccbiikam 13 coo6LeHU Ana AocTyna K
MHTEPHEeT-6aHKMHIY U UHbIM CEpBUCAM WU YCayram




AeHeXXHble nepeBoAabl

MolueHHuKu nop,
pasnnYHbIMKN Npearnorammu
“BbITArMBAIOT’ U3 XEPTB
NEHbIN.

denKoBbl€ MarasuHbl
npepgnaratoT NepeBecTu
npegonnarty 3a ToBap Ha

cyet unu bI1K.

Koabl 13 coobwieHunin

Lincpposble koabl 13
CMC B COBOKYMHOCTM C
APYrMMU faHHbIMM

npenocTaBnsoT AoOCTynN
K cepsucam u, B
HEKOTOpbIX Cry4yasXx,
AaloT BO3MOXHOCTb
0(POpMUTb OHJTaNH-
Kpeaur.

JInuyHble paHHbIe

OrpaHuybTe
pacnpocTpaHeHue
NUYHbIX AaHHbIX
MoLUEHHMKN UCnonb3yoT
HenpoCceTn 1 Co3aarT
avn-genkn (ronocosble

N1 BUAEOM306paxeHms).

O6nauHble naponwm

K pa3HbiM cepBucam
pa3Hblie naponu
CocTtaB napons

MeHenxep naponeun
ObnayHble naponu
(AByxdrakTopHas
ayTeHTudvKaums) K
cepsucam.



CyTb CXeMb

3aKknto4vaeTca B TOM, YTobbl co3aaThb
HebnaronpmATHYO 0O6CTaHOBKY rocopraHam,
HapPYLLUTb PEXUM UX paboTbl UM OTOMCTUTD

TpeHA, pacnpoCTpaHAETCA B MONOAEXKHON Knbepcpeae.

cBoemy obua4vmnKy, co3nas ana Hero npobnemol

C NPaBOOXPaHUTE/IbHbIMW OpPraHamum.

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycMmatpuBaeT BNAOTb A0 7 ner
nuweHuna csoboapbl.

@

45

Unba 3 a

PIVVIVIVE UV UV IV I I U

OTBETCTBEHHOCTb

He Mano .51

Ecnu ¢ 16 unn 18 1o HOpM

>

Unbs
Ecnu ¢ 16 unu 18 T0 HOpM

o 7 net 16:52 7

C 14 16:55/

HanucaHo 7 net ato MakCUMyM ;.55 »

MUHUMYM WTPAD 14 55



Aponbl — ntoau, NnpeaocTaBaAoLIne
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOUYHbIE CYETa NPOBOAUNUCH
NOXULLEHHbIE AEHbIN.

[1nA noucKa AponoB MOLLEHHUKHK
pa3meLLatoT pasinyHble
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawunx no 6aHKOBCKUM cyeTam
AeHer HeCyT Bnaje/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Uropb 3ye.

Onnatum cpasy Ha pyku nocne
BbINOSIHEHUS pabotbl

3apnanata 8000 py6newn

Hy>XHbI ntoan ans pacnakoBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pa6otb! Muwwute

croga:(@

Deleted Account

Liudposas rpamoTHOCTb
BukTopuHa

CpOYHO Hy>XXHbl NltoAM Ha
BakaHcuio "TaiHbI NnokynaTtens"
ctaBka 75K B mecsl. NMucatb
croga:(@

Ouaxa KypauHa
BEB{ Lindpoeasn rpaMoTHOCTb

HyXHbl ntoav Ana peknambl.
Onnata ot 50 000 B mecsL.
MuwwuTe croga:@

MWHMCTEPCTBO TPyAa W CoLMa...
=== % BHUMaHM1e, MOLIEHHUYECKA...

MATE MoLIeHHUYEeCKue CXembl C UC...

TxeDcVI cpr

LUudposasa rpamoTHOCTD
BukTtopuHa

Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHoON
onnatou Tpyaa. Nucatb
croga:@

NaNa Suliman Y& @3l

MuHKUCTepCTBO TPyAa v coyuma...
=== % BHUMaH1e, MOLIEHHUYECKa...

Hy>XHbl yNu4Hble
cdoTtorpadsbl, onnata 300-500
pyéneit 3a doto. MNMucatb

croga:@

=

8 Deleted Account

N \-j}
e

MWHUCTEPCTBO TPYAa M CouMa... ”
=== % BHUMaHWe, MOLIEHHWUYECKa...

- CPO4YHO HA MNAPY HACOB
- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 5¢ TIJTTATUM CPA3Y
; MO OKOHYAHWIKO CMEHDI =
+ [lMuwwure! - @



ONEPALIUU C KPUNMTOBATIOTOU

[lopAa0oK oCyLeCTBNeHUs
CAENOK C KPUNTOBANOTOW onpeaener
YKa3zom lpesnaeHTa ot 17.09.2024 N236;

«06 obpalleHnn uMppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
6enopyCcCKUX KPUNTOBMPIKaX, ABASAIOLLMUXCS
pesnaeHTamu MapKa BbICOKUX TEXHOOTUIA.

ObmeHMBaTb TOKEHbI Ha ApYyrme TOKeHbl Ha
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN.

SANPELLERO

[MoKynaTb MK NPoAaBaTb TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACTBa
Ha MHOCTPAHHbIX KPUNTOBMpPrKax

Ny GU3NYECKUX NLL.




byabte 6autenbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb BaluM AeHbrn!

[ naBHOe ynpasrieHue

No NPOTUBOAENCTBUIO KNBEPNPECTYNHOCTH
KPUMUHaNbHON MUNULUN

MBL, Pecnybnuku Benapyce.




